A Roadmap for Pharma 4.0

ISPE Accelerates Digital Transformation with Pharma 4.0 Initiative

Despite the transformational potential of digitalization, the pharma-

ceutical industry has historically been slower than other sectors in

adopting digital tools and in making associated changes in strate-

gic priorities and workplace culture. Now, however, the Covid-19

pandemic may be accelerating the pace of change. The Internatio-

nal Society for Pharmaceutical Engineering (ISPE) and its members

are developing the roadmap to introduce Industry 4.0 at the phar-

maceutical industry. Pharma 4.0 is defined as an operating model

based on the Industry 4.0 elements, resources, information systems,

organization/processes and culture. The pharma-specific enablers

“digital maturity” and “data integrity by design” are added. Michael

Reubold and Ralf Kempf asked industry experts Thomas Zimmer,

Wolfgang Winter, Christian Woelbeling and Josef Trapl — all mem-
bers of ISPE’s Pharma 4.0 group — about the idea behind this initi-
ative and the challenges on the way to realize the digital transforma-

tion of the pharmaceutical industry.

CHEManager: Why is the digital
transformation in the pharmaceuti-
cal industry happening slower com-
pared to other industries?

Thomas Zimmer: Historically, the up-
take of innovation in the pharmaceuti-
cal industry takes longer than in other
industries. It is often explained with
high regulation and long-lasting sub-
sequent change management pro-
cesses in this sector. This is only part

“Change management
is seen as a burden and not

as an opportunity.”
Josef Trapl

of the explanation. Many pharma
companies started very small with low
margins. There was no environment to
engage in technological innovation on
an industrial scale. Products had very
long lifecycles, some over decades,
there was no pressure to change them,
thus, pharma companies are lacking
this sort of change culture. In contrast,
this situation created a certain culture
of hesitance to go new ways. In addi-
tion, generic pharmaceutical products
have low margins, which do not sup-

port investment in innovation. Use
cases sometimes miss to provide — or
prove — convincing business targets
or company strategies.

Wolfgang Winter: Sometimes, low-
margin products such as generics
may not be candidates for innovation
at first sight, but they can be candi-
dates for other process improvements
that improve efficiency and decrease
cost or risk, e.g. faster QC methods
that are more robust based on better
product understanding. This elimi-
nates technical failures that may
have previously been out of trend or
potentially out of specification and
required lengthy investigations and
regulatory scrutiny.

The intention of ISPE’s initiative
Pharma 4.0 is to transform indus-
try-generic 4.0 models for pharma
operations. What is the concept be-
hind Pharma 4.0?

Christian Woelbeling: The key con-
cept behind the ISPE Pharma 4.0
Operating Model is to combine opera-
tional excellence with the require-
ments which are specific to the phar-
maceutical industry, for example
regulatory and validation require-
ments. From the beginning, the goal
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was not to reinvent the wheel, but to
use and apply best practices for the
manufacture of pharmaceutical drug
products to the benefit of the patients.

The Operating Model is a holistic
approach to each, the pharmaceuti-
cal development and pharmaceutical
delivery supply chain — end to end —
from the raw materials or patient cells
up to the final drug and along the ICH
Q10 pharmaceutical lifecycle from de-
velopment via tech transfer to com-
mercial manufacturing. We call this

the holistic control strategy approach,
as the ICH Control Strategy plays a key
role in the lifecycle of a drug.

How can the digital maturity, id est,
the level of digitization and digita-
lization at pharmaceutical compa-
nies, be assessed and compared?

T. Zimmer: There are a number of ma-

turity models, e.g., from BioPhorum
Group and also from the ISPE Pharma
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4.0 working group “Impact and Matu-
rity” which describe basically six lev-
els of maturity: computerization, con-
nectivity,  visibility, transparency,
predictability and adaptability. In ad-
dition, the Pharma 4.0 working group
has described barriers, which work as
an obstacle to achieve the next level
of digital maturity: misalignment, dis-
trust, weak business objectives, low
respect and inflexibility. It is interest-
ing that the hurdles are primarily not
of technical nature but liaise with be-
havior and culture.

Where do you see the biggest areas
Jfor improvement or development?

T. Zimmer: One of the biggest
development areas is quality man-
agement. It starts with the develop-
ment of technical standards for elec-
tronic data. In parallel, regulatory

“Pharma 4.0 is not a

one-size-fits-all approach. “
Thomas Zimmer

standards for data integrity have to
be implemented. The next step is to
create a computerized systems land-
scape and architecture. Systems need
to be connected to enable inter-
operability, and a harmonized and
holistic view on all parameters is
needed to make quality and
compliance related decisions.

On a managerial level and com-
plementary to this, there is the need
to define a holistic control strategy
and to define digitalized setpoints for
monitoring and control. The Pharma
4.0 oriented Holistic Control strategy
has an extended scope to the full va-
lue network, from suppliers for star-
ting materials to the patients and all
stakeholders in pharmaceutical pro-
ducts on the market.

There are a number of concep-
tual questions to resolve, e.g. how
to enable systems to make or pre-
pare decisions, and the role of hu-
mans in such a process. How can
regulators get a mechanistic under-
standing of a computer-driven de-
cision in order to develop confi-
dence with the new processes?
Where is it wise to install computer-
driven decisions? How do algorithms
for predictability of results look like?
What does validation 4.0 look like?

As shown in the Pharma 4.0 Oper-
ating Model, technology and IT are
just one element among others like
culture, behavior, readiness to leave
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traditional silo-thinking behind. In-
tegration of all relevant functions
including a good risk and issue man-
agement is key to success for smooth
and reliable operations in future.

How can the pharmaceutical indus-
try overcome the obstacles to digi-
talization?

C. Woelbeling: Pharma 4.0 needs a
strategic approach. It is needed to
gain insight to benefits of digitalized
operations. Mechanistic understand-
ing is needed for cause and effect
chains: how does digitalization accel-
erate the implementation of regula-
tion; how does it improve quality
oversight and facilitates GMP inspec-
tions; how does it help to improve pa-
tient safety, how to improve produc-
tivity and optimize cost; how does it
support drug availability in the mar-
ket and help to avoid drug shortages;
and last but not least, how does digi-
talization reduce time to market for
new medications.

Just as an example: The conventi-
onal thinking of automation coming
with the two-years ROI is not appro-
priate. Pharma 4.0 and digitalization
are enabling new business models
and business processes, for example,
for integrating contract manufac-
turing organizations into the mar-
keting authorization holder organi-
zation or for real-time release and
continued process verification or de-
mand planning based on direct pati-
ent feedback. Still far away from this
broad usage, at least singular use ca-
ses are available for first exploration.
Also, established change manage-

ment practices require significant
evaluation prior to implementation.
While change management practices
are necessary to maintain product
quality, they are often seen as a bur-
den instead of an opportunity.

Which industry 4.0 automation and
digitalization technologies can be
applied to pharmaceutical manu-

Jfacturing and which challenges are

companies facing?

Josef Trapl: In the current world of
digitalization, Industry 4.0 means au-
tomation and data exchange in phar-
ma manufacturing. A smart pharma

“Pharma 4.0 is a philosophy
of driving a data-driven

business model!”
Christian Woelbeling

factory in the framework of Industry
4.0 is the new wave of digital trans-
formation driven by recent technical
development in cloud computing, Al,
analytics, IoT, and application pro-
gramming interface (API) technolo-
gies, which are needed when data
must be exchanged between soft-
ware applications and no defined in-
terfaces are available. There is yet
good progress in the adoption of mo-
dern operation and information
technologies toward intelligent and
connected machinery, automated
processes and the use of predictive
analysis. The three main challenges

The 12 Theses for Pharma 4.0
nal products.

health regulations best practices.

business case.

business case calculations.

& products.
8. Pharma 4.0 is not an IT Project.

to an appropriate desired state.

might be a business risk.

1. Pharma 4.0 extends/describes the Industry 4.0 Operating Model for medici-

2. In difference to common Industry 4.0 approaches, Pharma 4.0 embeds

3. Pharma 4.0 breaks silos in organizations by building bridges between in-
dustry, regulators and healthcare and all other stakeholders.

4. For next generation medicinal products, Pharma 4.0 is THE enabler and

5. For the established products, Pharma 4.0 offers new business cases.
6. Investment calculations for Pharma 4.0 require innovative approaches for

7. Prerequisite for Pharma 4.0 is an established PQS and controlled processes

9. The Pharma 4.0 Operating Model incorporates next to IT also the organiza-
tional, cultural, processes & resources aspects.

10. The Pharma 4.0 Maturity Model allows aligning the organizations operating
model for innovative and established industries, suppliers and contractors

11. Pharma 4.0 is not a must, but a competitive advantage. Missing Pharma 4.0

12. When moving from blockbusters to niche products and personalized medi-
cines, Pharma 4.0 offers new ways to look at business cases.

are well known from our legacy pro-

duction sites:

m isolated and monolithic systems,

m interoperability and adaptability
between machinery and systems,

m lack of harmonized standards and
complexity of technical integration.

In our Pharma 4.0 journey, the inten-
tion is to help to overcome these bar-
riers by enabling a seamless flow of
information with the use of APIs that
secure integration between systems
and devices in a standardized way.
The use of APIs allows to develop
a microservice-based architecture,
which can be combined with other
systems as a component without im-
pacting the backend, enabling the
reuse of components and delivering
new features and applications.

What is the best way to achieve the
flexible and maintainable integra-
tion of IT systems for data-driven
pharmaceutical manufacturing?

W. Winter: So far, our investigations
and prototype developments clearly
identified several key success factors
for Plug & Produce, like a vendor-ag-
nostic and machine-type-independ-
ent approach that is not locked into
specific commercial platform prod-
ucts as well as an extensible, service-
oriented architecture that enables
transactions between systems — i.e.,
processes, machines, subsystems,
components — with built-in mecha-
nisms for security and data integrity.

In the earlier stages of the work-
group, we learned that the number,
variability and complexity of use ca-
ses is growing faster than the imple-
mentations. This means that Plug &
Produce needs an information meta-
data model that allows us to model
the interactions that occur between

“Dinosaurs will be left
behind, and we all know

what happened to them.”
Wolfgang Winter

level 2 and level 3 in the ISA-95 mo-
del. It also needs an abstract concept
of services and transactions that are
designed to transport any set of data,
without defining the “what” by man-
datory service or variable names or
structures. This way, the Plug & Pro-
duce concept is not locked into spe-
cific use cases or machine types. And
thirdly, we need to take provisions for



GxP compliance and data integrity
already in the design. For instance,
we made sure that metadata is inclu-
ded in the design. This is necessary
for the trustworthiness and reliabi-
lity of critical data, e.g. through user
IDs, timestamps or physical units of
measure.

What is your strategy to achieve an
accepted understanding of readi-
ness and maturity in the industry?

W. Winter: We structured the Plug &
Produce workgroup as a dialog plat-
form where documents, guidelines,
principles are collaboratively created
and shared in knowledge exchange
forums and conferences. During the
pandemic crisis, we replaced face-to-
face interactions with virtual events.
Since 2019, we established a steering
team and an advisory board and
maintain a roadmap for Pharma 4.0.
We deliver on the Pharma 4.0 road-
map with our ISPE Pharma 4.0

Pharma 4.0

ISPE and its members are developing the roadmap to introduce Industry 4.0,
also called the Smart Factory, at the pharmaceutical industry as Pharma 4.0.
The objective is to enable organizations involved in the product lifecycle to le-
verage the full potential of digitalization to provide faster innovations for the
benefit of patients. Implementing new Industry 4.0-based manufacturing con-
cepts in Pharma 4.0 requires alignment of expectations, interpretation, and de-
finitions with the pharmaceutical regulations.

While Pharma 4.0 has been called a new industrial revolution, its implementa-
tion will more likely resemble an evolution in which digitalization and automa-
tion meet very complex product portfolios and lifecycles. It is therefore impor-
tant to achieve an accepted understanding of readiness and maturity, starting
with additional digital enablers and elements added to the ICH Q10: The Phar-
maceutical Quality System along the product lifecycle.

Digitalization, an important component of Pharma 4.0, will connect everything,
creating new levels of transparency and adaptivity for a digitalized plant floor.

knowledge sharing calls, publication
of peer-reviewed concept papers, ar-
ticles, training sessions, virtual con-
ferences, expert exchange webinars
and networking events. All the
deliverables are created by the vol-
unteers in the Pharma 4.0 communi-
ties of practice and workgroups — all

workstreams are cross-organizatio-
nal and cross-functional by design,
with experienced contributors from
biotech/biopharma, automation, soft-
ware, validation, consulting, acade-
mia, including ISPE Young Professio-
nals, who helped “rock the boat”
through their invaluable energy and

fresh mindset demonstrated
various hackathons.

of whom are experts in their field. It
is important to note that all our

Gartner Inc. has named Hypertrust Patient Data Care
a Sample Vendor for Cell & Gene Therapies in the 2020
Hype Cycle for Life Science Commercial Operations.

hypertrust

PATIENT DATA CARE

www.hypertrust-patient.com
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ISPE is not alone trying to propa-
gate the Pharma 4.0 concept in the
industry. Wouldn’t it be good to also
harmonize the efforts of different
organizations?

W. Winter: We realized quickly that
we are working on solving a huge
problem. Multiple initiatives and con-
sortia operate in this space in paral-
lel. Examples are Allotrope for scien-
tific data exchange based on
ontologies, NAMUR with Module Type
Package (MTP), BioPhorum Group for
single-use systems, Pistoia Alliance
with the concept of e-methods, Spec-
taris with the coordination of a Lab
Agnostic Device Standard (LADS),
and OPC-UA, to name just a few.

The key take-away for all of us is:
This is not a competition. The sum
is more important than any indivi-
dual piece. This only makes sense
as a collaboration where each initi-
ative covers a range of the spectrum.
The trick is to put all the significant
ones on the map and focus on how
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we complement each other without
reinventing the same wheel all the
time.

Asfar asIcansee,ISPE Pharma 4.0
is the only initiative with the explicit
charter to cover the pharma- speci-
fic requirements, including the regu-
latory aspects, and “translates” them
into the Industry 4.0 / Industrial In-
ternet of Things (IToT) context. If you
asked me for a motto to achieve this
standardization, maybe it should be
“Reuse, Leverage, Augment”.

Which expertise is required to im-
plement Pharma 4.0?

J. Trapl: Successful implementation of
Pharma 4.0 requires a lot of expertise
from different functions. Teamwork
and strong stakeholder engagement
are key, with opportunities within the
existing ISPE organization to utilize
capabilities of established CoPs,

workgroups including regulatory and
GAMP community.

Does a pharmaceutical organiza-
tion need external experts to imple-
ment Pharma 4.0?

J. Trapl: To drive Pharma 4.0, we un-
derstand that in addition to leverag-
ing existing internal competencies,
external collaboration is key. Pharma
4.0 provides the right forum to bring
together the necessary stakeholders
such as pharmaceutical companies,
technology providers, consultants
and regulators. In the dialogue with
pharma companies, we define the
business needs for Pharma 4.0 and
discuss how the Workforce 4.0 should
look like to support seamless end-to-
end integration in the future.

Technology solution providers and
consultants are playing an important
role to consider upcoming technolo-
gies and ways to successfully apply
them in the regulated environment.
This gives us the opportunity to build
the right capabilities to operate the
manufacturing and to work on com-
mon harmonized standards.
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How can all stakeholders be invol-
ved in either stage of the process?

T. Zimmer: It is essential for the suc-
cess that experts from various func-
tions collaborate in the same team.
Also, regulators should be invited,
some health agencies have offices for
innovation. The ISPE Pharma 4.0
Special Interest Group founded sev-
eral of these cross-functional teams.

When defining Pharma-4.0-rela-
ted goals it is important to determine
the strategic target. Pharma 4.0 is not
a one-size-fits-all approach but has
some common principles to apply,
such as holistic view, digitalized data
and a culture of trust and openness.
In such a strategy the “what to do”
and the “how to do” should be clearly
explained, but most importantly, the
»~why" should be explained to get de-
cision makers to buy in.

Such a profound industry transfor-
mation does not come at zero cost.

Julobo

THE TEMPERATURE CONTROL COMPANY

What can companies do to keep the
price tag of Pharma 4.0 as small as
possible?

T. Zimmer: Companies should begin
by defining an overall Pharma 4.0
strategy, i.e. the big picture, and the
program elements that fit into the
overall strategy including related
business cases, benefits and financial
returns. Successfully implementing
pilots are key to building momentum
and long term success of the overall
strategy. Finally, an entrepreneurial
spirit is needed to see advantages
beyond business case return-on-in-
vestment calculations.

www.ispe.org

Please visit the CHEManager online por-
tal (www.chemanager.com/en/tags/ISPE)
for the complete interview incl. a publica-
tion list.
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